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1

INFORMATION PROCESSING TERMINAL,
DATA TRANSFER METHOD, AND PROGRAM

CROSS REFERENCES TO RELATED
APPLICATIONS

The present invention contains subject matter related to
Japanese Patent Application JP 2007-096581 filed in the
Japan Patent Office on Apr. 2, 2007, the entire contents of
which being incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an information processing
terminal, a data transfer method, and a program.

2. Description of the Related Art

In recent years, information processing terminals have
come into widespread use that are capable of non-contact
communication with a read/write unit (reader/writer), such as
a mobile telephone or the like that is provided with a non-
contact type integrated circuit (IC) card (hereinafter called by
its generally used name “smart card”) or a non-contact type
IC chip.

The information processing terminal that is capable of
non-contact communication with the reader/writer, such as
the mobile telephone or the like that is provided with the
non-contact type smart card or the non-contact type IC chip,
has a storage portion from which the reader/writer can read
and to which the reader/writer can write. The information
processing terminal stores data items that pertain to various
services and functions in the storage portion. Further, by
reading and writing the data items that are stored in the
storage portion, the reader/writer can provide various ser-
vices to a user who uses the information processing terminal.

It is in this context that various technologies have been
developed that utilize the information processing terminal
that is capable of non-contact communication with the reader/
writer. A technology that acquires information that is stored in
the information processing terminal and stores the acquired
information in a system is disclosed in Japanese Patent Appli-
cation Publication No. JP-A-2004-54428, for example. Fur-
ther, a technology that uses information that is acquired from
the information processing terminal to issue a ticket is dis-
closed in Japanese Patent Application Publication No. JP-A-
2005-11211, for example. Moreover, a technology that stores
information such as a transaction history, electronic money,
and the like in the information processing terminal and sells
and redeems an electronic ticket is disclosed in Japanese
Patent Publication No. 3614480, for example.

Known technologies that use the information processing
terminal that is capable of non-contact communication with
the reader/writer, such as the technologies disclosed in Japa-
nese Patent Application Publication No. JP-A-2004-54428,
Japanese Patent Application Publication No. JP-A-2005-
11211, and Japanese Patent Publication No. 3614480, for
example, are based on the assumption that the data items to be
used are stored in the storage portion of the information
processing terminal. Therefore, in a case where the data items
to be used are not stored in the storage portion of the infor-
mation processing terminal, the data items to be used must be
stored anew by a process of item-by-item registration or the
like.

SUMMARY OF THE INVENTION

However, there is a limit to the volume of data that can be
stored (a volume restriction) in the storage portion from and
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to which the reader/writer can read and write in the known
information processing terminal that is capable of non-con-
tact communication with the reader/writer. Therefore, in the
known information processing terminal, in a case where the
information processing terminal tries to write more data to the
storage portion when the storage portion already holds as
much data as it is capable of storing, some of the already
stored data must be deleted to open up space for storage.
Moreover, in the known information processing terminal, in a
case where the deleted data will be used again, the user must
perform a process such as re-registration or the like, which
imposes an excessive burden on the user who uses the infor-
mation processing terminal.

The present invention addresses the problems described
above and provides an information processing terminal, a
data transfer method, and a program that are new and
improved and that make it possible, through a user input, to
allocate data selectively to the storage portion from and to
which the reader/writer can read and write.

According to an embodiment of the present invention,
there is provided an information processing terminal that is
provided with an IC chip that is capable of non-contact com-
munication with a reader/writer. The information processing
terminal includes a first storage portion, a second storage
portion, and a data transtfer portion. The first storage portion is
provided within the IC chip and is capable of storing at least
one type of data item that is used by the IC chip. The second
storage portion is disposed outside the IC chip. The data
transfer portion transfers the data item between the first stor-
age portion and the second storage portion in accordance with
a user input.

The information processing terminal is a device that is
provided with the IC chip that is capable of non-contact
communication with the reader/writer, and the information
processing terminal can include the first storage portion, the
second storage portion, and the data transfer portion. The first
storage portion is a storage portion that is provided within the
IC chip, and the first storage portion can store at least one type
of data item that is used by the IC chip. Providing the first
storage portion within the IC chip makes it possible for the
reader/writer to perform reading and writing of the data item
that is stored in the first storage portion. The second storage
portion is a storage portion that is disposed outside the IC
chip, and the second storage portion can store at least one type
of data item that is used by the IC chip. Because the second
storage portion is disposed outside the IC chip, the reader/
writer cannot perform reading and writing of the data item
that is stored in the second storage portion. The data transfer
portion can transfer the data item at least between the first
storage portion and the second storage portion in accordance
with the user input. This configuration makes it possible for
the data item to be selectively allocated by the user input to the
storage portion from and to which the reader/writer can read
and write.

The first storage portion may also be tamper-proof.

This configuration makes it possible to restrict access to the
data item that is stored in the first storage portion from outside
the information processing terminal.

The data transfer portion may also identify the data item
that will be transtferred by using location information for each
data item that indicates the location where the data item is
stored.

This configuration makes it possible to identify the data
item that will be transferred, even if the data transfer trans-
ferred the data item to an arbitrarily assigned location.

The data transfer portion may also update the location
information for the transferred data item.
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This configuration makes it possible to control the location
where the data item is stored, even if the data transfer trans-
ferred the data item to an arbitrarily assigned location.

A communication portion may also be provided that per-
forms communication with a control information processing
device that is capable of storing the data item, and the data
transfer portion may also transfer the data item between the
first storage portion and the control information processing
device and between the second storage portion and the control
information processing device.

This configuration makes it possible for the transfer of the
data item according to the user input to be carried out in a
more flexible manner.

In a case where the data item is transferred from the first
storage portion to the control information processing device,
and in a case where the data item is transferred from the
second storage portion to the control information processing
device, the data transfer portion may delete the data item at
the location from which the data item was transferred, based
on a first completion notification that is transmitted from the
control information processing device and that indicates that
the storage of the data item in the control information pro-
cessing device has been completed.

This configuration makes it possible to maintain the state
prior to the transfer of the data item, even in a case where the
transfer of the data item between the first storage portion and
the control information processing device was not carried out
in a normal manner and even in a case where the transfer of
the data item between the second storage portion and the
control information processing device was not carried out in
a normal manner.

In a case where the data item is transferred from the control
information processing device to first storage portion, and in
a case where the data item is transferred from the control
information processing device to second storage portion, the
data transfer portion may transmit to the control information
processing device a second completion notification that indi-
cates that the data item has been stored in at least one of the
first storage portion and the second storage portion and that
the storage of the data item has been completed.

This configuration makes it possible to maintain the state
prior to the transfer of the data item, even in a case where the
transfer of the data item between the first storage portion and
the control information processing device was not carried out
in a normal manner and even in a case where the transfer of
the data item between the second storage portion and the
control information processing device was not carried out in
a normal manner.

A data acquisition portion may also be provided that
acquires the data item from an external device, and the data
acquisition portion may also store the acquired data item in
the second storage portion.

This configuration makes it possible to reduce the possi-
bility that the data item that is used by the IC chip will not be
able to be stored within the information processing terminal.

The data item may also be a data item that is transmitted
from the reader/writer.

The information processing terminal may also be a mobile
communication device.

According to the embodiments of the present invention
described above, a data transfer method is provided in the
information processing terminal that is provided with the IC
chip that is capable of non-contact communication with the
reader/writer, the first storage portion that is provided within
the IC chip and that is capable of storing at least one type of
data item that is used by the IC chip, and the second storage
portion that is disposed outside the IC chip. The data transfer
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method includes a step of specifying, in accordance with the
user input, the data item that will be transferred and the
storage portion that will be a transfer destination where the
data item that will be transferred will be stored. The data
transfer method also includes a step of transferring the speci-
fied data item to the storage portion that is the transfer desti-
nation.

Using this method makes it possible for the data item to be
selectively allocated by the user input to the storage portion
from and to which the reader/writer can read and write.

According to the embodiments of the present invention
described above, a program is provided for the information
processing terminal that is provided with the IC chip that is
capable of non-contact communication with the reader/
writer, the first storage portion that is provided within the IC
chip and that is capable of storing at least one type of data item
that is used by the IC chip, and the second storage portion that
is disposed outside the IC chip. The program includes instruc-
tions that command a computer to function as a portion that
specifies, in accordance with the user input, the data item that
will be transferred and the storage portion that will be a
transfer destination where the data item that will be trans-
ferred will be stored. The program also includes instructions
that command the computer to function as a portion that
transfers the specified data item to the storage portion that is
the transfer destination.

The program makes it possible for the data item to be
selectively allocated by the user input to the storage portion
from and to which the reader/writer can read and write.

According to the embodiments of the present invention
described above, the data item can be selectively allocated by
the user input to the storage portion from and to which the
reader/writer can read and write.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an explanatory figure for explaining problems in
a known information processing terminal;

FIG. 2 is a block diagram that shows an information pro-
cessing terminal according to a first embodiment of the
present invention;

FIG. 3 is an explanatory figure for explaining an example
of a transfer procedure for an execution data item b that is
shown in FIG. 2;

FIG. 4 is an explanatory figure for explaining an example
of a transfer procedure for an execution data item c that is
shown in FIG. 2;

FIG. 5 is an explanatory figure that shows an example of a
control table according to the first embodiment of the present
invention;

FIG. 6 is a flowchart that shows an example of a data
transfer method according to the first embodiment of the
present invention;

FIG. 7 is an explanatory figure that shows a system that
includes an information processing terminal according to a
second embodiment of the present invention;

FIG. 8 is an explanatory figure for explaining an example
of a transfer procedure according to the second embodiment
of the present invention that transfers an execution data item
from a second storage portion to a control information pro-
cessing device;

FIG. 9 is an explanatory figure for explaining an example
of a transfer procedure according to the second embodiment
of'the present invention that transfers the execution data item
from the control information processing device to the second
storage portion;
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FIG. 10 is an explanatory figure that shows an example of
a control table according to the second embodiment of the
present invention; and

FIG. 11 is a flowchart that shows an example of a data
transfer method according to the second embodiment of the
present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Hereinafter, preferred embodiments of the present inven-
tion will be described in detail with reference to the appended
drawings. Note that, in this specification and the appended
drawings, structural elements that have substantially the same
function and structure are denoted with the same reference
numerals, and repeated explanation of these structural ele-
ments is omitted.

Problems in a Known Information Processing Terminal

First, problems that occur in a known information process-
ing terminal will be explained. FIG. 1 is an explanatory figure
for explaining the problems in a known information process-
ing terminal 10.

Referring to FIG. 1A, the known information processing
terminal 10 includes an IC chip 12 and performs non-contact
communication with a reader/writer 50 by using a magnetic
field (hereinafter called the “carrier wave”) of a specific fre-
quency, such as 13.56 MHz or the like, for example.

The IC chip 12 includes a communication portion 14, a
communication control portion 16, and a storage portion 18.
The communication portion 14 is a portion for performing the
communication with the reader/writer 50 by using the carrier
wave. By receiving the carrier wave that is transmitted from
the reader/writer 50, the communication portion 14 receives
various types of commands from the reader/writer 50, such as
a data read command, a data write command, and the like, for
example, and transmits and receives data to and from the
reader/writer 50.

The communication control portion 16 controls the trans-
mission and receiving in the communication portion 14 and
performs reading of data from the storage portion 18 and
writing of data to the storage portion 18 based on the various
types of commands from the reader/writer 50.

The storage portion 18 can store the data (hereinafter called
the “execution data item”) that can be read and written based
on the various types of commands from the reader/writer 50.
The execution data item may be, for example, a data item for
enabling a function that the information processing terminal
10 possesses, or a data item for receiving a service using the
information processing terminal 10. Therefore, each execu-
tion data item that is stored in the storage portion 18 repre-
sents one function or service, for example, and the function or
service that corresponds to the stored execution data item is
enabled by the storing of the execution data item in the storage
portion 18.

In FIG. 1A, two execution data items, an execution data
item A 20 and an execution data item B 22, are stored in the
storage portion 18. Therefore, the functions and/or services
that correspond to the execution data item A 20 and the
execution data item B 22 are enabled in the information
processing terminal 10.

Physical Restrictions

However, there is a limit on the volume of the data that can
be stored (hereinafter called the “storage volume™) in the
storage portion 18, and the number of the execution data items
and the size of the execution data items that can be stored are
also limited. For example, if the storage portion 18 of the
information processing terminal 10 is set such that can store
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up to two execution data items, then in FIG. 1A, itis in a state
in which those two data items have already been stored.
Therefore, in the state shown in FIG. 1A, it is not possible to
store an additional execution data item C 24.

Known Solution Method

Accordingly, in the known information processing termi-
nal 10, in a case where the additional execution data item C 24
will be stored when the state of the storage portion 18 is as
shown in FIG. 1A, the execution data item B 22 is deleted to
create a vacant area in the storage portion 18, as shown in FIG.
1B, for example. The execution data item C 24 is then stored
in that vacant area, as shown in FIG. 1C.

Problems with the Known Solution Method

However, because the known solution method that is used
in the information processing terminal 10 requires that the
execution data item be deleted to create the vacant area in the
storage portion 18, if the deleted execution data item is to be
stored again in the storage portion 18, the deleted execution
data item must once more be stored anew in the storage
portion 18. In order for the execution data item to be stored
anew in the storage portion 18 once more, a user must once
more perform an operation, such as a user registration or the
like, for example, in order to use the corresponding service.
Therefore, with the known information processing terminal
10, cases occur in which a burden is imposed on the user,
reducing the convenience of the information processing ter-
minal 10 for the user.

First Embodiment

Accordingly, an information processing terminal accord-
ing to an embodiment of the present invention will be
explained next. FIG. 2 is a block diagram that shows an
information processing terminal 100 according to a first
embodiment of the present invention.

The information processing terminal 100 is a device that is
capable of performing non-contact communication with a
reader/writer 150 by using a magnetic field, that is, a carrier
wave, of a specific frequency, such as 13.56 MHz or the like,
for example. The information processing terminal 100
includes an IC chip 102, a second storage portion 110, a data
transfer portion 112, a transfer selection portion 114, and a
data acquisition portion 116. The information processing ter-
minal 100 may also include a control portion (not shown in
the drawings) that is configured from a micro processing unit
(MPU) or the like and that controls the entire information
processing terminal 100.

The IC chip 102 embodies in the form of an integrated
circuit various portions that are involved in the communica-
tion with the reader/writer 150, and it can be made tamper-
resistant. The IC chip 102 includes at least a first communi-
cation portion 104, a communication control portion 106, and
a first storage portion 108. The IC chip 102 may also include
an IC chip control portion (not shown in the drawings) that is
configured from an MPU or the like, for example, and that
controls the entire IC chip 102.

The first communication portion 104 is a portion for per-
forming the communication with the reader/writer 150 by
using the carrier wave. By receiving the carrier wave that is
transmitted from the reader/writer 150, the first communica-
tion portion 104 receives various types of commands from the
reader/writer 150, such as a data read command, a data write
command, and the like, for example, and transmits and
receives data to and from the reader/writer 150. The first
communication portion 104 can, for example, be configured
from a coil that functions as a transmitting and receiving
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antenna and has a prescribed inductance and from a reso-
nance circuit that includes a capacitor that has a prescribed
capacitance.

The communication control portion 106 is configured from
an MPU, for example. The communication control portion
106 controls the transmission and receiving in the communi-
cation portion 104 and performs reading of data from the first
storage portion 108 and writing of data to the first storage
portion 108 based on the various types of commands from the
reader/writer 150. The communication control portion 106
can vary the impedance of the information processing termi-
nal 100 from the perspective of the reader/writer 150 by
performing load modulation, for example. The reader/writer
150 can treat the variation in the impedance of the informa-
tion processing terminal 100 from the perspective of the
reader/writer 150 as a transmission of a signal from the infor-
mation processing terminal 100 to the reader/writer 150.

The first storage portion 108 is a tamper-resistant storage
portion that is provided within the IC chip 102 and that is
capable of reading and writing data based on the various types
of commands from the reader/writer 150. At least one type of
data (hereinafter called the “execution data item”) that is used
by the IC chip 102 can be stored in the first storage portion
108. The execution data item may be, for example, a data item
for enabling a function that the information processing ter-
minal 100 possesses, or a data item for receiving a service
using the information processing terminal 100. Examples of
the execution data item according to the embodiments of the
present invention include an electronic money value data
item, a data item for certifying an individual, a ticket data
item, a data item that corresponds to a discount coupon, and
the like, but the execution data item is not limited to these
examples. Furthermore, the execution data item according to
the embodiments of the present invention may, for example,
be transmitted from the reader/writer 150 and stored in the
information processing terminal 100. The execution data item
may also be transmitted by one of wire communication and
wireless communication from an external device to the infor-
mation processing terminal 100 and stored in the information
processing terminal 100 by the data acquisition portion 116
(described later).

Each execution data item that is stored in the first storage
portion 108 corresponds to one function or service, for
example, and the storing of the execution data item in the first
storage portion 108 makes it possible for the reader/writer
150 to read and write the execution data item. The storing of
the execution data item in the first storage portion 108 there-
fore enables the function or service that corresponds to the
stored execution data item. In FIG. 2, two execution data
items, an execution data item a 118 and an execution data item
b 122, are stored in the first storage portion 108.

The first storage portion 108 may be a non-volatile
memory, such as a flash memory, a magnetoresistive random
access memory (MRAM), a ferroelectric random access
memory (FeRAM), a phase change random access memory
(PRAM), or the like, but the first storage portion 108 is not
limited to these examples.

Because the first storage portion 108 is a storage portion
that is provided within the IC chip 102, its storage volume is
limited to 4 kilobytes, 9 kilobytes, or the like, for example.
Therefore, the first storage portion 108 is limited in terms of
the number of execution data items that can be stored, the size
of the individual data items, and the like. Note that for the
purposes of the explanation that follows, an upper limit is set
on the size of the individual data items such that the first
storage portion 108 is capable of storing two execution data
items, but it is obvious that the information processing termi-
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nal 100 according to the first embodiment of the present
invention is not limited by this condition.

The second storage portion 110 is a second storage portion
that is provided in the information processing terminal 100
outside the IC chip 102. A difference between the second
storage portion 110 and the first storage portion 108 is, for
example, that it is not possible to perform reading and writing
of the data that is stored in the second storage portion 110
based on the various commands from the reader/writer 150.
Therefore, as shown in FIG. 2, the second storage portion 110
does not have to be provided within the IC chip 102, so the
second storage portion 110 can have a greater storage volume
than the first storage portion 108. Note that it is obvious that
the second storage portion 110 may also be provided within
the IC chip 102.

The second storage portion 110 can also store the same sort
of execution data item as the first storage portion 108, but as
noted above, the reader/writer 150 cannot perform the read-
ing and writing of the execution data item that is stored in the
second storage portion 110. Therefore, with the information
processing terminal 100, storing the execution data item in
the second storage portion 110 makes it possible to disable the
function or service that corresponds to the execution data item
that is stored in the second storage portion 110. Note that the
data item that is stored in the second storage portion 110 is not
limited to the execution data item and that various types of
data items, such as a data item for an application that the
information processing terminal 100 can execute and the like,
can also be stored in the second storage portion 110.

In FIG. 2, a data record a 120, a data record b 124, an
execution data item ¢ 126, and a data record ¢ 128 are stored
in the second storage portion 110. The data record a 120 is a
data item or a cluster of a plurality of data items that is related
to the execution data item a 118 that is stored in the first
storage portion 108. The data record b 124 is related to the
execution data item b 122. The data record ¢ 128 is related to
the execution data item ¢ 126. Therefore, the reader/writer
150 cannot read the execution data item ¢ 126 and cannot
write the execution data item ¢ 126, and the function or
service that corresponds to the execution data item ¢ 126
cannot be enabled in the information processing terminal 100.

The second storage portion 110 may be, for example, a
magnetic storage medium such as a hard disk or the like, a
non-volatile memory such as a flash memory or the like, or a
magneto optical disk or the like, but the second storage por-
tion 110 is not limited to these examples.

The data transfer portion 112 is a portion for transferring
the execution data item and can transfer the execution data
item based on a transfer command (described later) that is
transmitted from the transfer selection portion 114. The data
transfer portion 112 can be implemented in software, but it is
not limited to this implementation and may also be imple-
mented in hardware. The data transfer portion 112 can also be
made an integral portion of the control portion (not shown in
the drawings). Being provided with the data transfer portion
112 enables the information processing terminal 100 to trans-
fer the execution data item that is stored in the first storage
portion 108 and also enables the information processing ter-
minal 100 to create a vacant area in the first storage portion
108, to transfer the execution data item to the created vacant
area, and to store the execution data item in the first storage
portion 108. Note that an execution data item transfer proce-
dure will be described later.

The transfer selection portion 114 is an interface for allow-
ing the user to select the execution data item to be transferred
and to select a transfer destination for the selected execution
data item. The user selections (user inputs) enable the transfer



US 9,143,627 B2

9

selection portion 114 to create the transfer command, which
indicates the selected execution data item and the transfer
destination. To enable the user to make the selections, the
information processing terminal 100 can provide the transfer
selection portion 114 with a display portion and an operation
portion, for example. The display portion with which the
transfer selection portion 114 is provided may be, for
example, a liquid crystal display (LCD), an organic light
emitting diode display (OLED), an organic electrolumines-
cence display (organic EL display), a field emission display
(FED), or the like. The operation portion with which the
transfer selection portion 114 is provided may be, for
example, a button, a direction key, a rotary type selector such
as a jog dial or the like, a combination of these, or the like.
Note that the transfer selection portion 114 is obviously not
limited to these examples and the display portion and the
operation portion may also be integrated into one portion,
such as a touch screen or the like. Further, the transfer com-
mand that the transfer selection portion 114 creates can be a
digital signal of a prescribed number of bits, for example, but
it can also be an analog signal.

The data acquisition portion 116 is a portion for acquiring
the execution data item that is transmitted from the external
device (not shown in the drawings) and the data record that is
related to the execution data item and for storing the execution
data item and the data record in the information processing
terminal 100. As shown in FIG. 2, the data acquisition portion
116 can store the execution data item that is transmitted from
the external device (not shown in the drawings) and the data
record that is related to the execution data item in the second
storage portion 110. As described above, the second storage
portion 110 can have a storage volume that is larger than that
of'the first storage portion 108. Therefore, storing in the first
storage portion 110 the execution data item and the data
record that is related to the execution data item, which were
acquired by the data acquisition portion 116, lowers the pos-
sibility that the execution data item and the data record that is
related to the execution data item cannot be stored in the
information processing terminal 100. Note that it is obvious
that the data acquisition portion 116 may also store the execu-
tion data item and the data record that is related to the execu-
tion data item in the first storage portion 108.

The data acquisition portion 116 can also be provided with
a data acquisition and communication portion for performing
communication with the external device (not shown in the
drawings) and acquiring the execution data item and the data
record that is related to the execution data item. The data
acquisition portion 116 can also be provided with a data
writing portion for storing the acquired execution data item
and data record that is related to the execution data item. The
data acquisition and communication portion that the data
acquisition portion 116 has is a portion for performing wire
communication and/or wireless communication with the
external device (not shown in the drawings). The data acqui-
sition and communication portion can have a form and func-
tions that match the form of the communication with the
external device (not shown in the drawings). The data writing
portion with which the data acquisition portion 116 is pro-
vided can, for example, be implemented in software for writ-
ing to the second storage portion 110 the execution data item
and the data record that is related to the execution data item
that were acquired by the data acquisition and communica-
tion portion, but the data writing portion is not limited to this
implementation and may also be implemented in hardware.

Example of the Execution Data Item Transfer
Procedure According to the First Embodiment

An example of the execution data item transfer procedure
according to the first embodiment of the present invention in
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a case where the storage state of the execution data item is
changed from a state (1) below to a state (2) below will be
explained with reference to FIGS. 3 and 4.

(1) The first storage portion 108 contains the execution data
item a 118 and the execution data item b 122 (the state shown
in FIG. 2).

The second storage portion 110 contains the execution data
item ¢ 126 (the state shown in FIG. 2).

(2) The first storage portion 108 contains the execution data
item a 118 and the execution data item ¢ 126.

The second storage portion 110 contains the execution data
item b 122.

FIG. 3 is an explanatory figure for explaining the example
of the transfer procedure for the execution data item b 122.
FIG. 4 is an explanatory figure for explaining the example of
the transfer procedure for the execution data item ¢ 126.

InFIGS. 3 and 4, the data record a indicates the function or
service that corresponds to the execution data item a 118. In
the same manner, the data record b and the data record ¢
correspond respectively to the execution data item b 122 and
the execution data item ¢ 126. Further, in FIGS. 3 and 4,
“Enabled (Allocated)” and “Disabled (Not allocated)” are
status information indicating the locations where the respec-
tive execution data items are stored. “Enabled (Allocated)”
indicates that the execution data item is stored in the first
storage portion 108, while “Disabled (Not allocated)” indi-
cates that the execution data item is stored in the second
storage portion 110. Therefore, in a case where the status of
the datarecord is “Disabled (Not allocated)”, it is not possible
for the reader/writer 150 to read and write the execution data
item that corresponds to the data record, so the function or
service indicated by the datarecord is in a disabled state. Note
that FIGS. 3A to 3C and FIGS. 4A to 4C respectively show
examples of the transfer selection portion 114. It is obvious
that the transfer selection portion 114 according to the
embodiments of the present invention is not limited by FIGS.
3 and 4.

Transfer of the Execution Data Item b 122: Creation of the
Vacant Area

(1) State of the Execution Data Item b 122 Before the
Transfer

First, the transfer of the execution data item b 122 will be
explained. FIG. 3A is a figure that shows the state of the
execution data item b 122 before the transfer, which is the
state (1) described above. FIG. 3A shows the state in which
two of the execution data items are stored in the first storage
portion 108, that is, the state in which there is no vacant area
in the first storage portion 108. Therefore, in order for an
additional execution data item to be stored, the vacant area
must be created in the first storage portion 108.

(i1) Selection of the Execution Data Item to be Transferred
and Determination of the Transfer Destination

FIG. 3B shows an example of a procedure for selecting the
execution data item to be transferred and determining the
transfer destination. For example, if the user selects the data
record b by pressing various buttons, a menu screen is dis-
played that shows the transfer destination, as shown in FIG.
3B. If the user selects the transfer destination “Set to disabled
(Do not allocate)” on the menu screen, such as by pressing
various buttons, for example, a transfer command that indi-
cates the selected execution data item and the transfer desti-
nation is transmitted to the data transfer portion 112. Then,
based on the transfer command, the data transfer portion 112
transfers the execution data item b 122, which corresponds to
the data record b, from the first storage portion 108 to the
second storage portion 110.
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(iii) State of the Execution Data Item b 122 After the
Transfer

FIG. 3C s a figure that shows the state of the execution data
item b 122 after the transfer. The transfer of the execution data
item b 122 by the data transfer portion 112 from the first
storage portion 108 to the second storage portion 110 creates
the vacant area in the first storage portion 108.

Moreover, as shown in FIG. 3C, the status of the data
record b has changed from “Enabled (Allocated)” to “Dis-
abled (Not allocated)”. By displaying the statuses of the vari-
ous data records as described above, the information process-
ing terminal 100 can notify the user as to whether or not the
function or service that corresponds to each data record is
enabled, that is, can notify the user of the storage state of each
of the execution data items.

Transfer of the Execution Data Item ¢ 126: Storage of the
Execution Data Item ¢ 126 in the First Storage Portion 108

The transfer of the execution data item b 122 shown in FIG.
3 created the vacant area in the first storage portion 108. It is
therefore possible to store a new execution data item in the
first storage portion 108. Accordingly, next a procedure will
be explained that transfers the execution data item ¢ 126 from
the first storage portion 110 to the first storage portion 108 and
stores the execution data item ¢ 126 in the first storage portion
108.

(1) State of the Execution Data Item ¢ 126 Before the
Transfer

FIG. 4A is a figure that shows the state of the execution data
item ¢ 126 before the transfer, which is the same as the state
shown in FIG. 3C, that is, the state in which the vacant area
exists in the first storage portion 108.

(ii) Selection of the Execution Data Item to be Transferred
and Determination of the Transfer Destination

FIG. 4B shows an example of a procedure for selecting the
execution data item to be transferred and determining the
transfer destination. For example, if the user selects the data
record ¢ by pressing various buttons, a menu screen is dis-
played that shows a transfer destination, in the same manner
as in FIG. 3B. If the user selects the transfer destination “Set
to enabled (Allocate)” on the menu screen, such as by press-
ing various buttons, for example, a transfer command that
indicates the execution data item to be transferred and the
transfer destination is transmitted to the data transfer portion
112. Then, based on the transfer command, the data transfer
portion 112 transfers the execution data item ¢ 126, which
corresponds to the data record c, from the second storage
portion 110 to the first storage portion 108.

(iii) State of the Execution Data Item ¢ 126 After the
Transfer

FIG. 4C shows the state of the execution data item ¢ 126
after the transfer. The transfer of the execution data item ¢ 126
by the data transfer portion 112 from the second storage
portion 110 to the first storage portion 108 brings into being
the state (2) described above.

Further, as shown in FIG. 4C, the status of the data record
¢ has changed from “Disabled (Not allocated)” to “Enabled
(Allocated)”. Therefore, by displaying the statuses of the
individual data records, the information processing terminal
100 can notify the user as to whether or not the function or
service that corresponds to each datarecord is enabled, that is,
can notify the user of the storage state of each of the execution
data items.

As explained with reference to FIGS. 3 and 4, the user’s
operation of the transfer selection portion 114, for example,
can cause the transfer command, which indicates the execu-
tion data item to be transferred and the transfer destination, to
be transmitted to the data transfer portion 112, such that the
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data transfer portion 112 can transfer the execution data item
based on the transfer command. Therefore, being provided
with the data transfer portion 112 enables the information
processing terminal 100 according to the first embodiment of
the present invention to transfer the execution data item to an
arbitrarily assigned area in the first storage portion 108 and to
an arbitrarily assigned area in the second storage portion 110.

However, in a case where the execution data item is trans-
ferred to an arbitrarily assigned area in the first storage por-
tion 108, the information processing terminal 100 cannot
identify the area in the first storage portion 108 in which the
execution data item that the reader/writer 150 reads or writes
is stored. Therefore, even if the execution data item is stored
in the first storage portion 108, the possibility exists that the
function or service that corresponds to the execution data item
cannot be enabled.

Moreover, in a case where the execution data item has been
transferred to an arbitrarily assigned area, if the information
processing terminal 100 transfers the transferred execution
data item once more, the possibility exists that the informa-
tion processing terminal 100 will not be able to identify where
the transferred execution data item is stored.

Example of Control of the Execution Data Item in
the Data Transfer Portion 112

Accordingly, the information processing terminal 100
according to the first embodiment of the present invention
controls the execution data item as described in sections (A)
and (B) below, for example.

(A) Control Using an Address Area

In order to identify the execution data item that the reader/
writer 150 reads or writes, for example, the information pro-
cessing terminal 100 can be provided with an address area in
the first storage portion 108 that stores the location (num-
bered area) where the execution data item is stored in the first
storage portion 108. The information that is stored in the
address area may be, for example, an item ID for distinguish-
ing the execution data item, a first storage portion storage
location that indicates the numbered area in the first storage
portion 108 where the execution data item is stored, and the
like, but the information is not limited to these examples.

If the address area is provided in the first storage portion
108 and if the information in the address area is updated
appropriately when the execution data items are transferred,
then when the reader/writer 150 reads one of the execution
data items, for example, the reader/writer 150 will be able to
read a specific execution data item.

(B) Control Using a Control Table

The information processing terminal 100 can also use a
control table like that shown in FIG. 5, for example, to control
each of the execution data items in conjunction with the
transfer of the execution data items to the arbitrarily assigned
areas. FIG. 5 is an explanatory figure that shows an example
of the control table according to the first embodiment of the
present invention.

Each line of the control table according to the first embodi-
ment of the present invention corresponds to one function or
service, and the control table contains at least location infor-
mation that indicates the location where each of the execution
data items is stored. In FIG. 5, the “Storage site”, which
indicates the location where the execution data item is stored,
and the “Storage location in first storage portion”, which
indicates the numbered area in the first storage portion 108
where the execution data item is stored, fall under the cat-
egory of the location information. The location information
may also include, for example, information such as an area
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that requires an encryption key in order to be read (for
example, “with key” in FIG. 5), an area that does not require
an encryption key in order to be read (for example, “without
key” in FIG. 5), and the like.

The control table according to the first embodiment of the
present invention can also contain various types of informa-
tion, as shown in FIG. 5. For example, the information can be
the “Data name” and the “Execution data” for identifying the
execution data item. The information can also include the
“Data record display definition”, the “Data record display
frame”, and the “Encoding definition” that are used for dis-
playing the execution data item on the transfer selection por-
tion 114. The information can also include the “Service” and
the “Service type” for identifying the function or the service,
the “Classification” for classifying the execution data item,
the “Distribution rule” that prescribes a restriction on the
distribution of the execution data item, the “Acquisition
source” that indicates the source from which the execution
data item was acquired, the “Protection level” that prescribes
a protection level for the execution data item, and the like.
Note that the control table according to the first embodiment
of the present invention is obviously not limited by FIG. 5.

When transferring the execution data item, the data transfer
portion 112 can determine where to store the execution data
item by referring to the location information in the control
table. After the execution data item has been stored, the data
transfer portion 112 can update the transfer destination with
the location information for the transferred execution data
item. The data transfer portion 112 can also update the
address area that is provided in the first storage portion 108
after the execution data item has been stored. The updating of
the address area may be the addition, the modification, the
deletion, or the like of information pertaining to the trans-
ferred execution data item. The updating of the address area
that is provided in the first storage portion 108 may be per-
formed by the data transfer portion 112, and it can also be
performed by the IC chip control portion (not shown in the
drawings) that is provided in the IC chip 102. Accordingly, in
a case where the execution data item has been stored in the
first storage portion 108, the execution data item information
that is stored in the address area that is provided in the first
storage portion 108 will match the contents of the location
information in the control table.

It is therefore possible for the information processing ter-
minal 100 to control where the execution data item is stored,
so the information processing terminal 100 can transfer the
execution data item to an arbitrarily assigned area and can
also uniquely identify the execution data item that the reader/
writer 150 reads and writes even if the execution data item has
been transferred to an arbitrarily assigned area.

Note that the control table according to the first embodi-
ment of the present invention can be stored in the first storage
portion 110, but the storage portion for the control table is not
thus limited. The data transfer portion 112 can be provided
with a storage portion, and the control table can be stored in
the storage portion that is provided in the data transfer portion
112. The storage portion that is provided in the data transfer
portion 112 may be, for example, a magnetic storage medium
such as a hard disk, a non-volatile memory such as a flash
memory, or the like, but it is not limited to these examples.

Thus the information processing terminal 100 according to
the first embodiment of the present invention is provided with
the first storage portion 108 within the IC chip 102, the second
storage portion 110 outside the IC chip 102, and the data
transfer portion 112. Data can be read from and written to the
first storage portion 108 based on various commands from the
reader/writer 150. Data cannot be read from and written to the
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second storage portion 110 based on various commands from
the reader/writer 150. The data transfer portion 112 transfers
data based on the user input. Accordingly, itis possible for the
information processing terminal 100 to transfer the execution
data item freely between the first storage portion 108 and the
second storage portion 110 according to the user’s selection.
The user of the information processing terminal 100 accord-
ing to the first embodiment of the present invention can there-
fore freely enable and disable the functions and services that
correspond to the respective execution data items.

Moreover, the information processing terminal 100
according to the first embodiment of the present invention
does not have to delete the execution data items as the known
information processing terminal 10 does, even in a case where
no vacant area exists in the first storage portion 108. Accord-
ingly, even in a case where an execution data item that is
transferred from the first storage portion 108 is stored once
again in the first storage portion 108, the user does not have to
perform an operation such as a user registration or the like in
order to use the service that corresponds to the execution data
item, for example. Therefore, a burden such as the known
information processing terminal 10 imposes is not imposed
on the user of the information processing terminal 100
according to the first embodiment of the present invention,
even in a case where a disabled function or service is once
again enabled, and the user-friendliness of the information
processing terminal 100 is not impaired.

Furthermore, the information processing terminal 100
according to the first embodiment of the present invention can
control the location information that indicates the locations
where the individual execution data items are stored. There-
fore, the information processing terminal 100 according to
the first embodiment of the present invention can transfer the
execution data item to an arbitrarily assigned area and can
also uniquely identify the location where the execution data
item that the reader/writer 150 reads and writes is stored, even
though the execution data item has been transferred to an
arbitrarily assigned area.

The first embodiment of the present invention has been
explained using the information processing terminal 100 as
an example, but the first embodiment of the present invention
is not limited to this example. The first embodiment of the
present invention can also be used ina mobile communication
device such as a mobile telephone, a Personal Handyphone
System (PHS), or the like that is provided with a smart card or
an IC chip, as well as in a computer or the like, such as a
personal digital assistant (PDA) or the like that is provided
with an IC chip.

Program According to the First Embodiment

A program that causes the information processing terminal
100 according to the first embodiment to function as a com-
puter can allocate data selectively, according to a user input,
to a storage portion from and to which a reader/writer can read
and write.

Data Transfer Method According to the First
Embodiment

Next, a data transfer method according to the first embodi-
ment of the present invention will be explained. FIG. 6 is a
flowchart that shows an example of the data transfer method
according to the first embodiment of the present invention.
Note that in FIG. 6, “first storage portion” denotes a storage
portion within an IC chip, from and to which data can be read
and written based on various commands from a reader/writer,
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and “second storage portion” denotes a storage portion out-
side the IC chip, from and to which data cannot be read and
written based on various commands from the reader/writer.
Therefore, in a case where the execution data item is stored in
the first storage portion, the function or service that corre-
sponds to the execution data item is in the enabled state.

The method determines whether or not a transfer command
for the execution data item has been detected (step S100). The
transfer command for the execution data item is information
that indicates a transfer destination for the execution data item
to be transferred, which was selected by a user’s operation of
an operation device such as a button or the like (a user input).
If the transfer command is not detected at step S100, the
method repeats step S100 until the transfer command is
detected.

If the transfer command is detected at step S100, the
method determines whether or not the execution data item
indicated by the transfer command is stored in the first storage
portion, in order to identify the location where the execution
data item is stored (step S102). The determination at step
S102 can be made by referring to the control table, for
example, in which is recorded the location information that
indicates the location where the execution data item is stored.
Note that at step S102, the determination of whether the
execution data item is stored in the first storage portion is
shown, but the method is not limited by this example, and it is
obvious that the method may also determine whether the
execution data item is stored in the second storage portion.

Ifit is determined at step S102 that the execution data item
indicated by the transfer command is stored in the first storage
portion, the method then determines whether or not the
execution data item will be set to disabled (step S104). The
determination at step S104 can be made according to whether
or not information for the transfer destination is included in
the transfer command, for example.

In a case where it is determined at step S104 that the
execution data item will be set to disabled, the method trans-
fers the execution data item indicated by the transfer com-
mand from the first storage portion to the second storage
portion (step S106), then updates the location information for
the execution data item indicated by the transfer command
from the first storage portion to the second storage portion
(step S108). In conjunction with the updating of the location
information at step S108, information can also be updated
(for example, deleted) for the first storage portion address
area that is associated with the transferred execution data
item. In a case where it is determined at step S104 that the
execution data item will not be set to disabled, the method
does not transfer the execution data item indicated by the
transfer command (step S110).

In a case where it is determined at step S102 that the
execution data item indicated by the transfer command is not
stored in the first storage portion, the method then determines
whether or not the execution data item will be set to enabled
(step S112). The determination at step S112 can be made in
the same manner as the determination at step S104, according
to whether or not the information for the transfer destination
is included in the transfer command, for example.

In a case where it is determined at step S112 that the
execution data item will be set to enabled, the method trans-
fers the execution data item indicated by the transfer com-
mand from the second storage portion to the first storage
portion (step S114), then updates the location information for
the execution data item indicated by the transfer command
from the second storage portion to the first storage portion
(step S116). In conjunction with the updating of the location
information at step S116, information can also be updated
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(for example, added) for the first storage portion address area
associated with the transferred execution data item. In a case
where it is determined at step S112 that the execution data
item will not be set to enabled, the method does not transfer
the execution data item indicated by the transfer command
(step S110).

In this manner, the data transfer method according to the
first embodiment of the present invention can transfer the
execution data item between the first storage portion and the
second storage portion based on the transfer command that
indicates the execution data item to be transferred and the
transfer destination. The transfer command can be created by
the user operation (the user input), for example. Therefore,
using the data transfer method according to the first embodi-
ment of the present invention makes it possible to allocate the
execution data item selectively, according to the user input, to
the storage portion from and to which the reader/writer can
read and write.

Furthermore, the data transfer method according to the first
embodiment of the present invention, at the time that the
execution data item is transferred, can update the location
information that indicates the location where the execution
data item is stored. Therefore, using the data transfer method
according to the first embodiment of the present invention
makes it possible to transfer the execution data item to an
arbitrarily assigned area and also makes it possible to identify
uniquely the location where the execution data item that the
reader/writer reads and writes is stored, even if the execution
data item has been transferred to an arbitrarily assigned area.

Second Embodiment

A configuration was explained above, as the information
processing terminal according to the first embodiment of the
present invention, in which the execution data item can be
transferred within the information processing terminal. How-
ever, the information processing terminal according to the
embodiments of the present invention is not limited to the
configuration in which the execution data item can be trans-
ferred within the information processing terminal. Accord-
ingly, an information processing terminal according to a sec-
ond embodiment will be explained next. The information
processing terminal according to the second embodiment can
communicate with an external device and transfer the execu-
tion data item to and from the external device.

FIG. 7 is an explanatory figure that shows a system that
includes an information processing terminal 200 according to
the second embodiment of the present invention.

Referring to FIG. 7, the system that includes the informa-
tion processing terminal 200 according to the second embodi-
ment of the present invention includes the information pro-
cessing terminal 200, a reader/writer 150, and a control
information processing device 250. The information process-
ing terminal 200 and the control information processing
device 250 are connected by a network circuit 300. The net-
work circuit 300 may be a wired network such as a local area
network (LAN), a wide area network (WAN), or the like, or a
wireless network such as a wireless local area network
(WLAN) or the like that uses multiple-input and multiple-
output (MIMO). The network circuit 300 may also be the
Internet and utilize a communications protocol such as the
Transmission Control Protocol/Internet Protocol (TCP/IP),
and it may also be a network that is connected via a base
station or the like that fulfills the role of a so-called wireless
LAN access point, but the network circuit 300 is not limited to
these examples.
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The information processing terminal 200 has basically the
same configuration as the information processing terminal
100 according to the first embodiment of the present inven-
tion. Therefore, the information processing terminal 200 can
transfer the execution data item freely between a first storage
portion 108 and a second storage portion 110 according to a
user’s selection, in the same manner as the information pro-
cessing terminal 100.

Unlike the information processing terminal 100, the infor-
mation processing terminal 200 also includes a second com-
munication portion 202. The second communication portion
202 is a portion that performs communication with the exter-
nal device, such as the control information processing device
250, through the network circuit 300 and can transmit and
receive the execution data items and the data records to and
from the control information processing device 250. In order
to make it possible for the execution data items and the data
records to be transmitted to and received from the control
information processing device 250, a data transfer portion
204 is provided with a function that transfers to the control
information processing device 250 the execution data items
and the data records that are stored in the first storage portion
108 and the second storage portion 110 and a function that
stores in the first storage portion 108 and the second storage
portion 110 the execution data items and the data records that
are transmitted from the control information processing
device 250.

The reader/writer 150 performs non-contact communica-
tion with the information processing terminal 200 using a
carrier wave, for example, and reads and writes the data that
are stored in the first storage portion 108.

The control information processing device 250 includes a
control side storage portion 252. The control information
processing device 250 may also be provided with a control
portion (not shown in the drawings) that is configured from an
MPU or the like and that controls the entire control informa-
tion processing device 250, a communication portion (not
shown in the drawings) for performing communication with
the information processing terminal 200, and an operation
portion (not shown in the drawings), or the like.

The control side storage portion 252 is a storage portion
that is provided in the control information processing device
250. The control side storage portion 252 may be, for
example, a magnetic storage medium such as a hard disk or
the like, a non-volatile memory such as a flash memory or the
like, or a magneto optical disk or the like, but the control side
storage portion 252 is not limited to these examples.

Further, the control side storage portion 252 can store the
execution data items and the data records. For example, in
FIG. 7, an execution data item ¢ 126 and a data record ¢ 128
that is related to the execution data item ¢ 126 are stored in the
control side storage portion 252.

As shown in FIG. 7, the system that includes the informa-
tion processing terminal 200 according to the second embodi-
ment of the present invention can transfer the execution data
item to the control information processing device 250, which
is a device that is external to the information processing
terminal 200.

First Example of an Execution Data Item Transfer

Procedure According to the Second Embodiment:

Transfer of the Execution Data Item to the Control
Information Processing Device 250

A first example of an execution data item transfer proce-
dure according to the second embodiment of the present
invention in a case where the storage state of the execution
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dataitem is changed from a state (3) below to a state (4) below
will be explained with reference to FIG. 8.

(3) The First Storage Portion 108 Contains the Execution
Data Item a 118 and the Execution Data Item b 122.

The second storage portion 110 contains the execution data
item ¢ 126.

The control side storage portion 252 is empty.

(4) The First Storage Portion 108 Contains the Execution
Data Item a 118 and the Execution Data Item b 122 (the State
Shown in FIG. 7).

The second storage portion 110 is empty (the state shown
in FIG. 7).

The control side storage portion 252 contains the execution
data item ¢ 126 (the state shown in FIG. 7).

FIG. 8 is an explanatory figure for explaining an example
of the transfer procedure according to the second embodi-
ment of the present invention that transfers the execution data
item from the second storage portion 110 to the control side
storage portion 252.

(1) State of the Execution Data Item ¢ 126 Before the
Transfer

FIG. 8A is a figure that shows the state of the execution data
item ¢ 126 before the transfer, which is the state (3) described
above.

(i1) Selection of the Execution Data Item to be Transferred
and Determination of a Transfer Destination

FIG. 8B shows an example of a procedure for selecting the
execution data item to be transferred and determining a trans-
fer destination. For example, if the user selects the data record
¢ 128 by pressing various buttons, a menu screen is displayed
that shows the transfer destination, in the same manner as that
shown in FIGS. 3B and 4B. If the user selects the transfer
destination “Transfer to center” on the menu screen, such as
by pressing various buttons, for example, a transfer command
that indicates the selected execution data item and the transfer
destination is transmitted to the data transfer portion 204.
Then, based on the transfer command, the data transfer por-
tion 204 communicates with the control information process-
ing device 250 through the second communication portion
202 and transmits the execution data item ¢ 126 and the data
record ¢ 128 from the second storage portion 110 to the
control information processing device 250.

Case where the Execution Data Item is Stored in the Con-
trol Information Processing Device 250

If, after the transmission processing for the execution data
item ¢ 126 and the data record ¢ 128, for example, the data
transfer portion 204 receives from the control information
processing device 250 a completion notification (a first
completion notification) to the effect that the transmitted
execution data item ¢ 126 and data record ¢ 128 have been
stored in the control side storage portion 252, the data transfer
portion 204 determines that the transfer of the execution data
item ¢ 126 was carried out in a normal manner. The data
transfer portion 204 then deletes the execution data item ¢ 126
and the data record ¢ 128 that are stored in the second storage
portion 110, thus completing the data transfer. Note that the
deletion of the execution data item ¢ 126 and the data record
¢ 128 can be performed by the data transfer portion 204, for
example, but this example is not limiting, and the deletion
may obviously be performed by another structural element,
such as a control portion (not shown in the drawings) or the
like.

Case where the Execution Data Item is not Stored in the
Control Information Processing Device 250

On the other hand, if, after the transmission processing for
the execution data item ¢ 126 and the data record ¢ 128, for
example, the data transfer portion 204 does not receive from
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the control information processing device 250, within a pre-
determined time, the completion notification (the first
completion notification) to the effect that the transmitted
execution data item ¢ 126 and data record ¢ 128 have been
stored in the control side storage portion 252, the data transfer
portion 204 determines that the transfer of the execution data
item ¢ 126 was not carried out in a normal manner. In a case
where with the data transfer portion 204 determines that the
transfer of the execution data item ¢ 126 was not carried outin
anormal manner, the data transfer portion 204 does not delete
the execution data item ¢ 126 and the data record ¢ 128 that are
stored in the second storage portion 110. Therefore, in the
information processing terminal 200, the state of the execu-
tion data item ¢ 126 before the transfer, that is, the state (3)
described above, is maintained. Note that the data transfer
portion 204 may also display an error on a transfer selection
portion 114 at this time.

(iii) State of the Execution Data Item ¢ 126 After the
Transfer

FIG. 8C is a figure that shows the state of the execution data
item c 126 after the transfer. The transfer of the execution data
item ¢ 126 and the data record ¢ 128 by the data transfer
portion 204 from the second storage portion 110 to the control
side storage portion 252 brings into being the state (4)
described above.

Further, as shown in FIG. 8C, the status of the data record
¢ 128 has changed from “Disabled (Not allocated)” to “Dis-
abled (Center)”. Therefore, by displaying the statuses of the
individual data records, the information processing terminal
200 can notify the user as to whether or not the function or
service that corresponds to each data record is enabled, as
well as notify the user of the storage location of the execution
data item that corresponds to each data record.

Second Example of an Execution Data Item Transfer
Procedure According to the Second Embodiment:
Download of the Execution Data Item from the
Control Information Processing Device 250

Next, a case in which the storage state of the execution data
item is changed from the state (4) shown in FIG. 8C to the
state (3) will be explained with reference to FIG. 9. FIG. 9 is
an explanatory figure for explaining an example of a transfer
procedure according to the second embodiment of the present
invention that transfers the execution data item from the con-
trol side storage portion 252 to the second storage portion
110.

(1) State of the Execution Data Item ¢ 126 Before the
Transfer

FIG. 9A is a figure that shows the state of the execution data
item ¢ 126 before the transfer, which is the state (4) described
above.

(ii) Selection of the Execution Data Item to be Transferred
and Determination of the Transfer Destination

FIG. 9B shows an example of a procedure for selecting the
execution data item to be transferred and determining the
transfer destination. For example, if the user selects the data
record ¢ 128 by pressing various buttons, a menu screen is
displayed that shows the transfer destination, in the same
manner as that shown in FIG. 8. If the user selects the transfer
destination “Download” on the menu screen, such as by
pressing various buttons, for example, a transfer command
that indicates the selected execution data item and the transfer
destination is transmitted to the data transfer portion 204.
Then, based on the transfer command, the data transfer por-
tion 204 communicates with the control information process-
ing device 250 through the second communication portion
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202, receives the execution data item ¢ 126 and the data record
¢ 128 from the control information processing device 250,
and stores the execution data item ¢ 126 and the data record ¢
128 in the second storage portion 110.

Case where the Execution Data Item is Stored in the Sec-
ond Storage Portion 110

After the execution data item ¢ 126 and the data record ¢
128 are stored in the second storage portion 110, for example,
the data transfer portion 204 can transmit to the control infor-
mation processing device 250 a completion notification (a
second completion notification) to the effect that the execu-
tion data item ¢ 126 has been stored. Then the control infor-
mation processing device 250, having received the second
completion notification, deletes the execution data item ¢ 126
and the data record ¢ 128 that are stored in the control side
storage portion 252, thus completing the data transfer.

Case where the Execution Data Item is not Stored in the
Second Storage Portion 110

On the other hand, in a case where the execution data item
¢ 126 is not stored in the second storage portion 110, such as
when the execution data item ¢ 126 and the data record ¢ 128
could not be received, or when the execution data item ¢ 126
and the data record ¢ 128 could not be stored in the second
storage portion 110, for example, the data transfer portion 204
does not transmit to the control information processing device
250 the completion notification (the second completion noti-
fication) to the effect that the execution data item ¢ 126 has
been stored. The data transfer portion 204 may also display an
error on the transfer selection portion 114 at this time.

In a case where the control information processing device
250 does not receive the second completion notification
within a predetermined time, the control information process-
ing device 250 can determine that the transfer of the execution
data item ¢ 126 was not carried out in a normal manner. In a
case where with the control information processing device
250 determines that the transfer of the execution data item ¢
126 was not carried out in a normal manner, the control
information processing device 250 does not delete the execu-
tion data item ¢ 126 and the data record ¢ 128 that are stored
in the control side storage portion 252. Therefore, in the
information processing terminal 200 and in the control infor-
mation processing device 250, the state of the execution data
item ¢ 126 before the transfer, that is, the state (4) described
above, is maintained.

(ii1) State of the Execution Data Item c¢ 126 After the
Transfer

FIG. 9C is a figure that shows the state of the execution data
item c 126 after the transfer. The transfer of the execution data
item ¢ 126 and the data record ¢ 128 by the data transfer
portion 204 from the control side storage portion 252 to the
second storage portion 110 brings into being the state (3)
described above.

Further, as shown in FIG. 9C, the status of the data record
¢ 128 has changed from “Disabled (Center)” to “Disabled
(Not allocated)”. Therefore, by displaying the statuses of the
individual data records, the information processing terminal
200 can notify the user as to whether or not the function or
service that corresponds to each data record is enabled, as
well as notify the user of the storage location of the execution
data item that corresponds to each data record.

Other Examples of Execution Data Item Transfer
Procedures According to the Second Embodiment

The transfer of the execution data item between the second
storage portion 110 and the control information processing
device 250 has been explained above using the first and sec-
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ond examples of the execution data item transfer procedure
according to the second embodiment. However, the transfer
of the execution data item between the first storage portion
108 and the control information processing device 250 can be
carried out in the same manner. Note that in a case where the
execution data item is transferred between the first storage
portion 108 and the control information processing device
250, an external device (a remote server, not shown in the
drawings) that can access the first storage portion 108 within
a tamper-resistant IC chip 102 can delete the execution data
item from the first storage portion 108, store the execution
data item in the first storage portion 108, and the like.

As explained with reference to FIGS. 8 and 9, the user’s
operation of the transfer selection portion 114, for example,
can cause the transfer command, which indicates the execu-
tion data item to be transferred and the transfer destination, to
be transmitted to the data transfer portion 204, such that the
data transfer portion 204 can transfer the execution data item
based on the transfer command. Therefore, being provided
with the data transfer portion 204 enables the information
processing terminal 200 according to the second embodiment
of the present invention to transfer the execution data item to
an arbitrarily assigned area in the first storage portion 108 and
to an arbitrarily assigned area in the control information pro-
cessing device 250.

However, in a case where the execution data item is trans-
ferred to an arbitrarily assigned area in the first storage por-
tion 108, the information processing terminal 200 cannot
identify the area in the first storage portion 108 in which the
execution data item that the reader/writer 150 reads or writes
is stored. Therefore, even if the execution data item is stored
in the first storage portion 108, the possibility exists that the
function or service that corresponds to the execution data item
cannot be enabled. Moreover, because the execution data item
is also stored in the control information processing device
250, which is a device that is external to the information
processing terminal 200, the possibility also exists that the
data transfer portion 204 will not be able to identify the
storage location of the execution data item that is indicated by
the transfer command.

Example of Control of the Execution Data Item in
the Data Transfer Portion 204

Accordingly, the information processing terminal 200
according to the second embodiment of the present invention
controls the execution data item as described in sections (C)
and (D) below, for example.

(C) Control Using an Address Area

In order to identify the execution data item that the reader/
writer 150 reads or writes, for example, the information pro-
cessing terminal 200, in the same manner as the information
processing terminal 100 according to the first embodiment,
can be provided with an address area in the first storage
portion 108 that stores the location (numbered area) where
the execution data item is stored in the first storage portion
108.

If the address area is provided in the first storage portion
108 and if the information in the address area is updated
appropriately when the execution data items are transferred,
then when the reader/writer 150 reads one of the execution
data items, for example, the reader/writer 150 will be able to
read a specific execution data item.

(D) Control Using a Control Table

The information processing terminal 200, in the same man-
ner as the information processing terminal 100 according to
the first embodiment, can also use a control table like that
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shown in FIG. 10, for example, to control each of the execu-
tion data items in conjunction with the transfer of the execu-
tion data items to the arbitrarily assigned areas. F1G. 10 is an
explanatory figure that shows an example of the control table
according to the second embodiment of the present invention.

As in the control table according to the first embodiment
shown in FIG. 5, each line of the control table according to the
second embodiment of the present invention corresponds to
one function or service, and the control table contains at least
location information that indicates the location where each of
the execution data items is stored. In FIG. 10, the STORAGE
SITE and the STORAGE LOCATION IN FIRST STORAGE
PORTION {fall under the category of the location information.
A difference between the control table according to the sec-
ond embodiment and the control table according to the first
embodiment shown in FIG. 5 is that the control table accord-
ing to the second embodiment can also store, as the location
information, information that indicates the control informa-
tion processing device 250.

When transferring the execution data item, the data transfer
portion 204 can determine where to store the execution data
item by referring to the location information in the control
table. After the execution data item has been stored, the data
transfer portion 204 can update the transfer destination with
the location information for the transferred execution data
item. In the same manner as the data transfer portion 112
according to the first embodiment, the data transfer portion
204 can also update the address area that is provided in the
first storage portion 108 after the execution data item has been
stored. The updating of the address area that is provided in the
first storage portion 108 may be performed by the data trans-
fer portion 204, and it can also be performed by an IC chip
control portion (not shown in the drawings) that is provided in
the IC chip 102. Accordingly, in a case where the execution
data item has been stored in the first storage portion 108, the
execution data item information that is stored in the address
areathat is provided in the first storage portion 108 will match
the contents of the location information in the control table.

It is therefore possible for the information processing ter-
minal 200 to control where the execution data item is stored,
so the information processing terminal 200 can transfer the
execution data item to an arbitrarily assigned area and can
also uniquely identify the execution data item that the reader/
writer 150 reads and writes even if the execution data item has
been transferred to an arbitrarily assigned area. The informa-
tion processing terminal 200 can also identify the location
where the execution data item is stored even if the execution
data item that is indicated by the transfer command is stored
in the control information processing device 250.

Thus the information processing terminal 200 according to
the second embodiment of the present invention is provided
with the first storage portion 108 within the IC chip 102, the
second storage portion 110 outside the IC chip 102, the sec-
ond communication portion 202, and the data transfer portion
204. Data can be read from and written to the first storage
portion 108 based on various commands from the reader/
writer 150. Data cannot be read from and written to the second
storage portion 110 based on various commands from the
reader/writer 150. The second communication portion 202 is
capable of communication with the control information pro-
cessing device 250. The data transfer portion 204 transfers
data based on a user input. Accordingly, it is possible for the
information processing terminal 200 (1) to transfer the execu-
tion data item freely between the first storage portion 108 and
the second storage portion 110, (2) to transfer the execution
data item freely between the first storage portion 108 and the
control side storage portion 252 of the control information
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processing device 250, and (3) to transfer the execution data
item freely between the second storage portion 110 and the
control side storage portion 252 of the control information
processing device 250, whichever the user selects. The user of
the information processing terminal 200 according to the
second embodiment of the present invention can therefore
freely enable and disable the functions and services that cor-
respond to the respective execution data items.

Moreover, in the same manner as the information process-
ing terminal 100 according to the first embodiment, the infor-
mation processing terminal 200 according to the second
embodiment of the present invention does not have to delete
the execution data items as the known information processing
terminal 10 does, even in a case where no vacant area exists in
the first storage portion 108. Accordingly, even in a case
where an execution data item that is transferred from the first
storage portion 108 is stored once again in the first storage
portion 108, the user does not have to perform an operation
such as a user registration or the like in order to use the service
that corresponds to the execution data item, for example.
Therefore, a burden such as the known information process-
ing terminal 10 imposes is not imposed on the user of the
information processing terminal 200 according to the second
embodiment of the present invention, even in a case where a
disabled function or service is once again enabled, and the
user-friendliness of the information processing terminal 200
is not impaired.

Furthermore, in the same manner as the information pro-
cessing terminal 100 according to the first embodiment, the
information processing terminal 200 according to the second
embodiment of the present invention can control the location
information that indicates the locations where the individual
execution data items are stored. Therefore, the information
processing terminal 200 according to the second embodiment
of'the present invention can transfer the execution data item to
an arbitrarily assigned area and can also uniquely identify the
location where the execution data item that the reader/writer
150 reads and writes is stored, even though the execution data
item has been transferred to an arbitrarily assigned area. The
information processing terminal 200 can also identify the
location where the execution data item is stored even if the
execution data item that is indicated by the transfer command
is stored in the control information processing device 250.

The second embodiment of the present invention has been
explained using the information processing terminal 200 as
an example, but the second embodiment of the present inven-
tion is not limited to this example. The second embodiment of
the present invention can also be used in a mobile communi-
cation device such as a mobile telephone or the like that is
provided with an IC chip, as well as in a computer or the like,
such as a ultra mobile personal computer (UMPC) or the like
that is provided with an IC chip.

Furthermore, the control information processing device
250 has been explained as a configuring element of the system
that includes the information processing terminal 200 accord-
ing to the second embodiment, but the second embodiment of
the present invention is not limited to this example. The
second embodiment of the present invention can also be used
in a computer or the like, such as a personal computer (PC), a
server, or the like.

Program According to the Second Embodiment

A program that causes the information processing terminal
200 according to the second embodiment to function as a
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computer can allocate data selectively, according to a user
input, to a storage portion from and to which a reader/writer
can read and write.

Data Transfer Method According to the Second
Embodiment

Next, a data transfer method according to the second
embodiment of the present invention will be explained. FIG.
11 is a flowchart that shows an example of the data transfer
method according to the second embodiment of the present
invention. Note thatin FIG. 11, “first storage portion” denotes
a storage portion within an IC chip, from and to which data
can be read and written based on various commands from a
reader/writer, and “second storage portion” denotes a storage
portion outside the IC chip, from and to which data cannot be
read and written based on various commands from the reader/
writer. Therefore, in a case where the execution data item is
stored in the first storage portion, the function or service that
corresponds to the execution data item is in the enabled state.

The method determines whether or not a transfer command
for the execution data item has been detected (step S200). If
the transfer command is not detected at step S200, the method
repeats step S200 until the transfer command is detected.

If the transfer command is detected at step S200, the
method determines whether or not the execution data item
indicated by the transfer command is stored in the first storage
portion, in order to identify the location where the execution
data item is stored (step S202). The determination at step
S202 can be made by referring to the control table, for
example, in which is recorded the location information that
indicates the location where the execution data item is stored.

If it is determined at step S202 that the execution data item
indicated by the transfer command is stored in the first storage
portion, the method then determines whether or not the
execution data item will be set to disabled (step S204). The
determination at step S204 can be made according to whether
or not information on the transfer destination is included in
the transfer command, for example.

In a case where it is determined at step S204 that the
execution data item indicated by the transfer command will
not be set to disabled, the method does not transfer the execu-
tion data item indicated by the transfer command (step S212),
then updates the location information with information that
indicates the location where the execution data item indicated
by the transfer command is stored, that is, the first storage
portion (step S232). In conjunction with the updating of the
location information at step S232, information can also be
updated for the first storage portion address area that is asso-
ciated with the transferred execution data item. Note that in
FIG. 11, an example is shown in which the location informa-
tion is updated even when the execution data item is not
transferred, but the data transfer method according to the
second embodiment is not limited to this example. For
example, like the data transfer method according to the first
embodiment shown in FIG. 6, the data transfer method
according to the second embodiment may also not update the
location information when the execution data item is not
transferred. The same also applies to the update for the
address area.

In a case where it is determined at step S204 that the
execution data item indicated by the transfer command will
be set to disabled, the method determines whether or not the
execution data item indicated by the transfer command will
be transferred to the control information processing device
(step S206). The determination at step S206 can be made by
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using the transfer destination information that is included in
the transfer command, for example.

In a case where it is determined at step S206 that the
execution data item will be transferred to the control infor-
mation processing device, the execution data item indicated
by the transfer command is transferred from the first storage
portion to the control information processing device (step
S208), and the location information for the transferred execu-
tion data item is updated from the first storage portion to the
control information processing device (step S232). In con-
junction with the updating of the location information at step
S232, information can also be updated (for example, deleted)
for the first storage portion address area that is associated with
the transferred execution data item. Note that the transfer at
step S208 can be completed when, for example, a completion
notification (a first completion notification) is received to the
effect that the execution data item has been transmitted to the
control information processing device and that the execution
data item has been stored in the control information process-
ing device.

Further, in a case where the first completion notification is
not received, for example, the transfer of the execution data
item at step S208 is treated as not having been carried out in
a normal manner, and the storage state of the execution data
item prior to the transfer is maintained. Then at step S232, the
location information is updated with information that indi-
cates the location where the execution data item indicated by
the transfer command is stored, that is, the first storage por-
tion (step S232). In this case, it is acceptable not to update the
information on the first storage portion address area, because
the transfer of the execution data item was not carried out in
a normal manner.

In a case where it is determined at step S206 that the
execution data item will not be transferred to the control
information processing device, the execution data item indi-
cated by the transfer command is transferred from the first
storage portion to the second storage portion (step S210), and
the location information for the transferred execution data
item is updated from the first storage portion to the second
storage portion (step S232). In conjunction with the updating
of'the location information at step S232, information can also
be updated (for example, deleted) for the first storage portion
address area that is associated with the transferred execution
data item.

Ifit is determined at step S202 that the execution data item
indicated by the transfer command is not stored in the first
storage portion, the method then determines whether or not
the execution data item indicated by the transfer command is
not stored in the second storage portion (step S214). The
determination at step S214 can be made in the same manner as
is done at step S202, by referring to the control table, for
example, in which is recorded the location information that
indicates the location where the execution data item is stored.

Ifit is determined at step S214 that the execution data item
indicated by the transfer command is stored in the second
storage portion, the method then determines whether or not
the execution data item will be set to enabled (step S216). The
determination at step S216 can be made in the same manner as
is done at step S204, according to whether or not information
on the transfer destination is included in the transfer com-
mand, for example.

In a case where it is determined at step S216 that the
execution data item indicated by the transfer command will
be set to enabled, the execution data item indicated by the
transfer command is transferred from the second storage por-
tion to the first storage portion (step S218), and the location
information for the transferred execution data item is updated
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from the second storage portion to the first storage portion
(step S232). In conjunction with the updating of the location
information at step S232, information can also be updated
(for example, added) for the first storage portion address area
that is associated with the transferred execution data item.

In a case where it is determined at step S216 that the
execution data item indicated by the transfer command will
not be set to enabled, the method determines whether or not
the execution data item indicated by the transfer command
will be transferred to the control information processing
device (step S220). The determination at step S220 can be
made in the same manner as is done at step S206, by using the
transfer destination information that is included in the trans-
fer command, for example.

In a case where it is determined at step S220 that the
execution data item will be transferred to the control infor-
mation processing device, the execution data item indicated
by the transfer command is transferred from the second stor-
age portion to the control information processing device (step
S222), and the location information for the transferred execu-
tion data item is updated from the second storage portion to
the control information processing device (step S232). Note
that the transfer at step S222 can be completed in the same
manner as is done at step S208, when, for example, a comple-
tion notification (a first completion notification) is received to
the effect that the execution data item has been transmitted to
the control information processing device and that the execu-
tion data item has been stored in the control information
processing device. In this case, it is acceptable not to update
the information on the first storage portion address area,
because neither the transfer source nor the transfer destina-
tion for the execution data item is the first storage portion.

Further, in a case where the first completion notification is
not received, for example, the transfer of the execution data
item at step S222 is treated as not having been carried out in
a normal manner, and the storage state of the execution data
item prior to the transfer is maintained, in the same manner as
is done at step S208. Then at step S232, the location infor-
mation is updated with information that indicates the location
where the execution data item indicated by the transfer com-
mand is stored, that is, the second storage portion (step S232).

In a case where it is determined at step S220 that the
execution data item will be transferred to the control infor-
mation processing device, the method does not transfer the
execution data item (step S212), then updates the location
information with information that indicates the location
where the execution data item indicated by the transfer com-
mand is stored, that is, the second storage portion (step S232).

If it is determined at step S214 that the execution data item
indicated by the transfer command is not stored in the second
storage portion, the method then communicates with the con-
trol information processing device and acquires the execution
data item indicated by the transfer command from the control
information processing device (step S224).

The method then determines whether or not the execution
data item that was acquired from the control information
processing device at step S224 will be set to enabled (step
S226). The determination at step S226 can be made in the
same manner as is done at step S216, according to whether or
not information on the transfer destination is included in the
transfer command, for example.

In a case where it is determined at step S226 that the
execution data item indicated by the transfer command will
be set to enabled, the execution data item indicated by the
transfer command, which was acquired from the control
information processing device, is transferred to the first stor-
age portion (step S228), and the location information for the
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transferred execution data item is updated from the control
information processing device to the first storage portion
(step S232). In conjunction with the updating of the location
information at step S232, information can also be updated
(for example, added) for the first storage portion address area
that is associated with the transferred execution data item.
Note that the transfer at step S228 can be completed when, for
example, a completion notification (a second completion
notification) is transmitted to the control information process-
ing device to the effect that the execution data item indicated
by the transfer command, which was acquired from the con-
trol information processing device, has been stored in the first
storage portion and that the storage has been completed.

In a case where the execution data item indicated by the
transfer command could not be acquired from the control
information processing device, for example, as well as in a
case where the execution data item indicated by the transfer
command, which was acquired from the control information
processing device, could not be stored in the first storage
portion, the transfer at step S228 is not completed, and the
completion notification (the second completion notification)
to the effect that the storage was completed is not transmitted
to the control information processing device. In this case, the
control information processing device treats the transfer of
the execution data item as not having been carried out in a
normal manner, and maintains the storage state of the execu-
tion data item prior to the transfer. Then at step S232, the
location information is updated with information that indi-
cates the location where the execution data item indicated by
the transfer command is stored, that is, the control informa-
tion processing device (step S232). In this case, it is accept-
able not to update the information on the first storage portion
address area, because the transfer of the execution data item
was not carried out in a normal manner.

In a case where it is determined at step S226 that the
execution data item indicated by the transfer command will
not be set to enabled, the execution data item indicated by the
transfer command, which was acquired from the control
information processing device, is transferred to the second
storage portion (step S230), and the location information for
the transferred execution data item is updated from the con-
trol information processing device to the second storage por-
tion (step S232). Note that the transfer at step S230 can be
completed when, for example, the completion notification
(the second completion notification) is transmitted to the
control information processing device to the effect that the
execution data item indicated by the transfer command,
which was acquired from the control information processing
device, has been stored in the second storage portion and that
the storage has been completed.

In a case where the execution data item indicated by the
transfer command could not be acquired from the control
information processing device, for example, as well as in a
case where the execution data item indicated by the transfer
command, which was acquired from the control information
processing device, could not be stored in the second storage
portion, the transfer at step S230 is not completed and the
completion notification (the second completion notification)
to the effect that the storage was completed is not transmitted
to the control information processing device, in the same
manner as at step S228. In this case, the control information
processing device treats the transfer of the execution data
item as not having been carried out in a normal manner, and
maintains the storage state of the execution data item prior to
the transfer. Then at step S232, the location information is
updated with information that indicates the location where
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the execution data item indicated by the transfer command is
stored, that is, the control information processing device (step
S232).

Thus, based on the transfer command that indicates the
execution data item to be transferred and the transfer desti-
nation, it is possible for the data transfer method according to
the second embodiment of the present invention (1) to trans-
fer the execution data item between the first storage portion
108 and the second storage portion 110, (2) to transfer the
execution data item between the first storage portion 108 and
the control information processing device 250, and (3) to
transfer the execution data item between the second storage
portion 110 and the control information processing device
250.

The transfer command can be created by a user operation
(the user input), for example. Therefore, using the data trans-
fer method according to the second embodiment of the
present invention makes it possible to allocate the execution
data item selectively, according to the user input, to the stor-
age portion from and to which the reader/writer can read and
write.

Furthermore, the data transfer method according to the
second embodiment of the present invention, at the time that
the execution data item is transferred, can update the location
information that indicates the location where the execution
data item is stored, in the same manner as is done by the data
transfer method according to the first embodiment. There-
fore, using the data transfer method according to the second
embodiment of the present invention makes it possible to
transfer the execution data item to an arbitrarily assigned area
and also makes it possible to identify uniquely the location
where the execution data item that the reader/writer reads and
writes is stored, even if the execution data item has been
transferred to an arbitrarily assigned area. Using the data
transfer method according to the second embodiment of the
present invention also makes it possible to identify the loca-
tion where the execution data item is stored even if the execu-
tion data item that is indicated by the transfer command is
stored in the control information processing device 250.

Third Embodiment

Configurations for the information processing terminals
according to the first and second embodiments were
explained above that perform communication with an exter-
nal device such as a reader/writer or the like. However, the
information processing terminals according to the embodi-
ments of present invention are not limited to a devices that
perform communication with an external device. Accord-
ingly, an information processing terminal according to a third
embodiment of the present invention will be explained next
that is a single unit, that is, a device that functions in a
stand-alone state.

Like the information processing terminals according to the
first and second embodiments, the information processing
terminal according to the third embodiment can include a first
storage portion, a second storage portion, a data transfer
portion, a transfer selection portion, and a data acquisition
portion.

The first storage portion of the information processing
terminal according to the third embodiment is a storage por-
tion that stores the stored execution data item in an enabled
state, that is, a state in which the execution data item func-
tions. The second storage portion of the information process-
ing terminal according to the third embodiment is a storage
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portion that stores the stored execution data item in a disabled
state, that is, a state in which the execution data item does not
function.

In the same manner as in the information processing ter-
minals according to the first and second embodiments, the
data transfer portion of the information processing terminal
according to the third embodiment transfers the execution
data item between the first storage portion and the second
storage portion based on a transfer command.

In the same manner as in the information processing ter-
minals according to the first and second embodiments, the
transfer selection portion of the information processing ter-
minal according to the third embodiment is an interface for
allowing a user to select the execution data item to be trans-
ferred and to select a transfer destination for the selected
execution data item. The user selections enable the transfer
selection portion to create the transfer command, which indi-
cates the selected execution data item and the transfer desti-
nation.

The data acquisition portion of the information processing
terminal according to the third embodiment is a portion for
acquiring the execution data item and the data record that is
related to the execution data item and for storing the execution
data item and the data record in the information processing
terminal. The data acquisition portion of the information pro-
cessing terminal according to the third embodiment can
acquire the execution data item and the data record that is
related to the execution data item from removable media such
as amagnetic storage medium, a non-volatile memory such as
a flash memory and the like, a magneto optical disk, and the
like, for example.

The configuration described above makes it possible for
the information processing terminal according to the third
embodiment to transfer the execution data item freely
between the first storage portion and the second storage por-
tion according to the user’s selection. Therefore, even in a
stand-alone state, the information processing terminal
according to the third embodiment makes it possible for the
user to enable and disable at will the functions that correspond
to the individual execution data items, in the same manner as
is done in the information processing terminals according to
the first and second embodiments.

Program According to the Third Embodiment

A program that causes the information processing terminal
according to the third embodiment to function as a computer
can allocate data selectively, according to a user input, to a
storage portion where the stored execution data item will be in
an enabled state.

Fourth Embodiment

Configurations for the information processing terminals
according to the first and second embodiments were
explained above in which the information processing termi-
nals each contain one IC chip, that is, configurations in which
the information processing terminals each have one storage
portion (the first storage portion) within the IC chip from and
to which the reader/writer can read and write. However, the
information processing terminals according to the embodi-
ments of present invention are not limited to configurations
that contain one IC chip, and they may also include a plurality
of IC chips, each of which has a storage portion within it from
and to which the reader/writer can read and write.

Even in such a configuration, an information processing
terminal according to a fourth embodiment has basically the
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same configuration as the information processing terminals
according to the first and second embodiments, so the infor-
mation processing terminal according to the fourth embodi-
ment can freely transfer the execution data item between a
plurality of the first storage portions and the second storage
portion according to a user’s selection. Therefore, the infor-
mation processing terminal according to the fourth embodi-
ment of the present invention makes it possible for the user to
enable and disable at will the functions that correspond to the
individual execution data items, in the same manner as is done
in the information processing terminals according to the first
and second embodiments.

Example of Use of the Information Processing
Terminal According to the Fourth Embodiment:
Configuration that has a Plurality of SIM Chips

A mobile telephone that is provided with a plurality of
Subscriber Identity Module (SIM) chips can be cited as an
example of the use of the information processing terminal
according to the fourth embodiment. Because the information
processing terminal according to the fourth embodiment can
freely transfer the execution data item according to the user’s
selection, the user can allocate data (the execution data item)
that enables a SIM chip to any SIM chip that the user selects,
such as by pressing various buttons on the mobile telephone,
for example. The user can therefore selectively use different
telephone numbers that respectively correspond to different
SIM chips, for example.

Program According to the Fourth Embodiment

A program that causes the information processing terminal
according to the fourth embodiment to function as a computer
can allocate data selectively, according to a user input, to a
storage portion from and to which a reader/writer can read
and write.

It should be understood by those skilled in the art that
various modifications, combinations, sub-combinations and
alterations may occur depending on design requirements and
other factors insofar as they are within the scope of the
appended claims or the equivalents thereof.

For example, the information processing terminals accord-
ing to the first and second embodiments, shown in FIGS. 2
and 7, are configured such that the user-operable transfer
selection portions 114 are provided within the information
processing terminals 100, 200. However, the information pro-
cessing terminals according to the embodiments of present
invention are not limited to this configuration. The transfer
selection portion can be provided as an operation device that
is separate from the information processing terminal and can
transmit the transfer command to the data transfer portion
using wireless communication or wire communication. Even
in such a configuration, the information processing terminal
can freely transfer the execution data item between a first
storage portion and a second storage portion according to a
user’s selection, making it possible for the user to enable and
disable at will the functions that correspond to the individual
execution data items.

The configurations described above are illustrative
examples of the embodiments of the present invention and are
naturally within the technological scope of the present inven-
tion.
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What is claimed is:

1. An information processing terminal provided with an IC
chip that is capable of non-contact communication with a
reader/writer through a first communication portion using a
magnetic field, comprising:

a first storage portion that is tamper-proof that is provided
within the IC chip and that is capable of storing at least
one type of data item that is used by the IC chip, wherein
the stored data item corresponds to another function
performed by the information processing terminal or
another service that the information processing terminal
can receive;

a second storage portion that is disposed outside the IC
chip, wherein the reader/writer is not capable of reading
data from or writing data to the second storage portion
through the first communication portion;

a data transfer portion that transfers the data item between
the first storage portion and the second storage portion in
accordance with a user input, wherein the data transfer
portion is separate from the first communication portion
and is not capable of communicating with the reader/
writer and the data transfer portion identifies the data
item that will be transferred based on location informa-
tion for each data item that indicates the location where
the data item is stored, said location information being
stored in a third storage portion disposed in the data
transfer portion and outside the IC chip; and

a second communication portion that performs communi-
cation with a control information processing device that
is capable of storing the data item,

wherein the data transfer portion can transfer the data item
between the second storage portion and the control
information processing device.

2. The information processing terminal according to claim

1, wherein the data transfer portion updates the location infor-
mation for the transferred data item.

3. The information processing terminal according to claim
15

wherein the data transfer portion can transfer the data item
between the first storage portion and the control infor-
mation processing device.

4. The information processing terminal according to claim

3, wherein,

in a case where the data item is transferred from the first
storage portion to the control information processing
device, and

in a case where the data item is transferred from the second
storage portion to the control information processing
device, the data transfer portion deletes the data item at
the location from which the data item was transferred,
based on a first completion notification that is transmit-
ted from the control information processing device and
that indicates that the storage of the data item in the
control information processing device has been com-
pleted.

5. The information processing terminal according to claim

3, wherein,

in a case where the data item is transferred from the control
information processing device to first storage portion,
and

in a case where the data item is transferred from the control
information processing device to second storage por-
tion,

the data transfer portion transmits to the control informa-
tion processing device a second completion notification
that indicates that the data item has been stored in at least
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one of the first storage portion and the second storage
portion and that the storage of the data item has been
completed.

6. The information processing terminal according to claim
1, further comprising:

a data acquisition portion that acquires the data item from

an external device,

wherein the data acquisition portion stores the acquired
data item in the second storage portion.

7. The information processing terminal according to claim

1, wherein the data item is a data item that is transmitted from
the reader/writer.

8. The information processing terminal according to claim
1, wherein the information processing terminal is a mobile
communication device.

9. A data transfer method used in an information process-
ing terminal that is provided with an IC chip that is capable of
non-contact communication with a reader/writer through a
communication portion using a magnetic field, a first storage
portion that is tramper-proof that is provided within the IC
chip and that is capable of storing at least one type of data item
that is used by the IC chip where the data item to be selectively
allocated by the user input to the storage portion from and to
which the reader/writer can read and write, wherein the stored
data item corresponds to another function performed by the
information processing terminal or another service that the
information processing terminal can receive, and a second
storage portion that is disposed outside the IC chip, wherein
the reader/writer is not capable of reading data from or writ-
ing data to the second storage portion through the communi-
cation portion, the data transfer method comprising the steps
of:

specifying, in accordance with a user input, the data item
that will be transferred and the storage portion that will
be a transfer destination where the data item that will be
transferred will be stored; and

transferring the specified data item to the storage portion
that is the transfer destination using a data transfer por-
tion that is separate from the communication portion and
that is not capable of communicating with the reader/
writer, wherein the data transfer portion identifies the
specified data item based on location information for the
specified data item that indicates the location where the
specified data item is stored, said location information
being stored in a third storage portion disposed in the
data transfer portion and outside the IC chip,

a second communication portion that performs communi-
cation with a control information processing device that
is capable of storing the data item,

wherein the data transfer portion can transfer the data item
between the second storage portion and the control
information processing device.

10. A non-transitory computer-readable medium storing a
program for an information processing terminal that is pro-
vided with an IC chip that is capable of non-contact commu-
nication with a reader/writer through a communication por-
tion using a magnetic field, a first storage portion that is
tamper-proof that is provided within the IC chip and that is
capable of storing at least one type of data item that is used by
the IC chip, wherein the stored data item corresponds to
another function performed by the information processing
terminal or another service that the information processing
terminal can receive, and a second storage portion that is
disposed outside the IC chip, wherein the reader/writer is not
capable of reading data from or writing data to the second
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storage portion through the communication portion, the pro-
gram comprising instructions that command a computer to
function as:
aportion that specifies, in accordance with a user input, the
data item that will be transferred and the storage portion
that will be a transfer destination where the data item that
will be transferred will be stored; and
aportion that transfers the specified data item to the storage
portion that is the transfer destination, wherein the por-
tion that transfers the specified data item is separate from
the communication portion and is not capable of com-
municating with the reader/writer wherein the portion
that transfers the specified data item identifies the speci-
fied data item based on location information for the
specified data item that indicates the location where the
specified data item is stored, said location information
being stored in a third storage portion disposed in the
data transfer portion and outside the IC chip; and
a second communication portion that performs communi-
cation with a control information processing device that
is capable of storing the data item,
wherein the data transfer portion can transfer the data item
between the second storage portion and the control
information processing device.
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